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Driving licence (B)

@ lle de France

Languages

French

English

Arabic

Research Interests

Applied Cryptography - Secure
Distributed Protocols - Privacy-
Preserving Computation - Secret
Sharing - Formal Security
Analysis - Multi-Cloud Storage
Security

Skills

Soft Skills

Flexible - Autonomous - Rigorous
- Problem-solving - Strong
communication - Teamwork

Programming
Rust, C, C++, Python, SageMath

Tools & Environments
e LaTeX, Git
e Cloud: AWS

Activities

Volunteering

Member and volunteer at the
Lebanese Red Cross Youth since
2018

Dayane HORKOS
PhD Cryptography Researcher

About Me

PhD candidate in cryptography within a CIFRE industry—academia research program, working
at the intersection of cybersecurity, cryptography, and applied mathematics. My research
focuses on designing cryptographic protocols to enhance the security of multi-cloud storage
systems, ensuring data confidentiality, integrity, and availability across distributed platforms.
Combining strong theoretical foundations with practical implementation, | am passionate
about advancing secure data management and contributing to the field through applied
research and teaching.

Professional Experiences

¢ Cryptography Researcher

Since October 2024 Astran Paris, France

e Design of advanced cryptographic protocols and primitives to enhance the security
and resilience of distributed systems.

e Ensuring consistency between formal cryptographic specifications and
implementations.

e Development, refactoring, and maintenance of the Astran product'’s cryptographic
backend codebase.

e Implementation of cryptographic components in secure and isolated environments
(e.g., secure enclaves and cloud infrastructures).

e Contribution to technical documentation and research reports.

Teaching Assistant

Since March 2026 EPITA Le Kremlin-Bicétre

TD and TP instructor of the "Chiffrement et codes” course for students in INGET.
R&D Intern

From March 2024 to September 2024 Astran Paris, France

Design of a secure multi-cloud storage protocol ensuring data confidentiality and
availability, with a formal security proof.

Publication

SoK: On Cryptography for Multi-Cloud Storage

2026 RSAC2026 San Francisco, CA, USA

Co-authored with Ludovic Perret

Systematization of cryptographic techniques for Multi-Cloud Storage, providing a unified
taxonomy of existing approaches and identifying key design patterns and open research
gaps.

Education

¢

PhD - CIFRE

From June 2025 to June 2028 Sorbonne Université Paris, France

PhD candidate in a CIFRE industry—academia program between the EPITA Research
Laboratory (LRE) and Astran.

Thesis title: Design and development of advanced cryptographic protocols and primitives
for secure multi-cloud storage.

Master 1 and 2 - Applied Algebra to Cryptography

From September 2022 to September 2024 Université Paris Saclay Versailles, France

Masters program between Paris Saclay and UVSQ
Excellency scholarship IDEX

Bachelor in Mathematics

From September 2019 to June 2022 Lebanese University Lebanon
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